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Abstract. The right to vote is a cornerstone of democracy, empower-
ing individuals to shape their nation’s governance. However, democracy
demands not only transparency and security, but also a commitment
to environmental sustainability. Traditional paper-based voting systems
are increasingly untenable due to their ecological impact (such as de-
forestation and CO2e per ballot) and vulnerabilities to fraud, errors,
and scalability limitations. To address these challenges, this paper in-
troduces PQR-HAC , a hybrid blockchain e-voting system that inte-
grates advanced sharding techniques with a robust, post-quantum cryp-
tographic framework to safeguard against future quantum threats. PQR-
HAC’s architecture partitions the blockchain into area-specific shards,
enabling efficient large-scale elections while reducing latency by 40%.
A novel MPC-based identity verification protocol generates anonymized
voter tokens, eliminating coercion and double-voting risks without com-
promising privacy. Additionally, post-quantum cryptographic algorithms
fortify the system against emerging quantum threats, ensuring long-term
resilience. Evaluated on real-world election datasets, PQR-HAC achieves
3.2× faster transaction throughput than existing systems, validating its
feasibility for national-scale deployment. By merging rigorous security,
environmental sustainability, and voter trust, this research offers a trans-
formative blueprint for modernizing democratic processes.
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1 Introduction

Elections are the cornerstone of democracy, yet conducting them fairly and effi-
ciently remains a profound challenge, especially in regions lacking stable institu-
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tions or reliable infrastructure [1,2]. Over the past two decades, researchers have
developed rigorous theoretical frameworks to assess electronic voting (e-voting)
systems in terms of security, verifiability, and usability [3,4]. These frameworks
underscore that any viable e-voting solution must balance integrity, availability,
and privacy.

Despite this strong theoretical foundation, global uptake of e-voting remains
modest: as of early 2023, only 19% of the world’s countries employ some form
of electronic voting, while 8% have discontinued pilot or nationwide systems [5].
Common drivers of adoption include the promise of faster results, reduced long-
term costs, and lower environmental impact compared to paper ballots; however,
discontinuations have often been driven by security breaches, technical outages,
and lack of public trust [6,7]. This mixed track record highlights the urgent
need to understand both the success factors (robust cryptography, transparent
auditing, legal safeguards) and the obstacles (digital divide, regulatory gaps,
hardware vulnerabilities) that shape e-voting outcomes.

Traditional paper-based systems, although familiar, suffer from well-
documented vulnerabilities to tampering and human error [2]. In addition, they
carry significant ecological costs: each ballot paper emits between 4.26 and 4.74
grams of CO2e output. This means that a typical election with 1 million voters
generates over 4 metric tons of CO2e in ballot production alone [6,8]. Biometric
EVMs improve on some security aspects, but remain closed source and opaque,
limiting independent verification of tallies [9]. These shortcomings motivate the
search for an alternative secure, transparent, and environmentally sustainable.

Blockchain technology, defined as a distributed, tamper-evident ledger, of-
fers a promising foundation: its cryptographic chaining of blocks ensures im-
mutability, while decentralization and replication confer high availability even
under node failures [10,11,12]. Permissioned blockchains further enable compli-
ance with electoral regulations by restricting access to certified authorities, thus
balancing transparency and legal accountability [12]. Yet, open publication of all
vote data risks exposing voter choices unless advanced privacy techniques—such
as zero-knowledge proofs or homomorphic encryption—are carefully integrated
[13,14].

Looking ahead, the advent of quantum computing threatens classical cryptog-
raphy (RSA, ECC) that underpins most blockchains [15]. To ensure long-term
security, post-quantum cryptographic primitives must be adopted. Moreover,
large-scale elections impose heavy demands on transaction throughput and la-
tency, necessitating innovative scaling strategies.

In response to these challenges, we introduce the Post-Quantum Resilient Hi-
erarchical Authoritative Consensus (PQR-HAC), a hybrid blockchain–sharding
framework explicitly designed for e-voting. Key features include:

– Post-Quantum Security. A quantum-resistant cryptographic suite secures
voter registration and ballot commitments.

– Polling-Station Sharding. Election data are partitioned by jurisdiction,
creating localized shards to reduce network congestion and latency.
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– Verifiable MPC Token Generation. A multi-party computation protocol
issues voter tokens that prevent coercion and double-voting while anonymiz-
ing identities.

– Regulatory Compliance. A permissioned consensus layer enforces access
controls and audit trails to satisfy legal frameworks.

We also discuss potential limitations of PQR-HAC’s deployment, including
the necessity of reliable network connectivity at all polling stations, secure key
management practices to prevent shard compromise, and the operational over-
head of updating cryptographic algorithms in response to future quantum ad-
vances.

The remainder of this paper is organized as follows: Section 2 surveys re-
cent blockchain-based voting innovations; Section 3 describes PQR-HAC’s ar-
chitectural components; Section 4 details the cryptographic and smart-contract
implementations; Section 5 presents performance and security evaluations; and
Section 7 concludes with directions for future research.

2 RELATED WORK

2.1 E-voting

Previous efforts to develop blockchain-based e-voting systems have primarily
relied on cryptocurrency incentive schemes, leveraging recent advances in de-
centralized technologies [16,17,18,19]. While these systems prioritize security,
they often compromise voter privacy, performance, and scalability. For instance,
Pathak et al. [16] introduced a computationally intensive protocol that requires
nodes to follow a predetermined activation schedule, limiting practicality. Simi-
larly, Das et al. [20] proposed a blockchain system integrated with facial recog-
nition, which faces scalability challenges because of its resource-intensive archi-
tecture.

Other researchers have explored Ethereum-based e-voting frameworks
[18,21], which ensure immutability and excel in cryptocurrency applications.
However, these systems often fail to meet regulatory compliance requirements
for electoral processes, lack controlled access for authorized personnel, and incur
high operational costs due to gas fees. Yousif Abuidris, et al. [22] further high-
lighted that deploying dual consensus mechanisms exacerbates computational
overhead and expense. Wang et al. [23] proposes a multi-party secure verifiable
electronic voting scheme using blockchain and IPFS for storage. Multi-party
computation is central, with management and computing contracts separating
tasks for efficiency. To address performance and scalability limitations, novel con-
sensus models have been proposed. Li et al. [24] introduced Proof of Vote (PoV),
but PoV assumes that participating voters (nodes) act honestly. If malicious ac-
tors collude or a significant portion of voters are compromised, the integrity of
the consensus process could be undermined, resulting in incorrect or manipulated
outcomes. while Wang et al. [25] developed CW-DPoS and DT-DPoS, however,
delegate selection relies on active participation from stakeholders. If voters are
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apathetic or uninformed, they may elect suboptimal or untrustworthy delegates,
weakening the governance and performance of the network.

Despite these advancements, existing research has predominantly depended
on public blockchains, neglecting privacy, performance, scalability, and regula-
tory compliance. A critical gap remains: achieving a system that balances public
transparency with regulatory-compliant access controls, enabling authorized en-
tities to administer elections within legal frameworks. Thus, there is a research
gap for an e-voting system that provides full public access to data while ensuring
transparency, but also ensures regulatory-compliant access and control, allowing
only authorized personnel to operate the election within the legal framework. By
proposing a new hybrid consensus model that combines the benefits of public
and permissioned blockchains, we aim to solve these issues that are hindering
the widespread adoption of this critical technology.

2.2 Post-Quantum Blockchain

Li et al. [26] proposed a new lattice-based signature scheme based on the Short
Integer Solution (SIS) problem. They also analyzed its effectiveness against the
Shor and Grover algorithms. Yi Gao et al. [27] proposed a secure cryptocur-
rency scheme based on post-quantum blockchain to resist quantum computing
attacks. They proved that the signature scheme is correct and unforgeable un-
der the lattice SIS assumption, but the computational overhead introduced by
lattice-based cryptography may impact scalability.. Allende and his team [28]
proposed a layer-two solution that uses post-quantum keys to secure the ex-
change of information between blockchain nodes. Sakhuja et al. [29] proposed
a voting protocol blending quantum principles (entanglement and superposi-
tion), blockchain, and digital signatures, powered by log2 n qubits for approval
voting with n candidates. It ensures security features like anonymity, binding,
and non-reusability, but the practical feasibility of implementing quantum vot-
ing at scale still needs to be explored. Sun and others [30] proposed a simple
voting protocol based on quantum blockchain, using quantum bit commitment
and quantum Byzantine agreement to reach consensus. However, the reliance
on quantum computers, which are still in their infancy, raises concerns about
real-world deployment.

While post-quantum approaches have been applied to blockchain systems
[31], integrating post-quantum cryptography into blockchain-based electoral sys-
tems remains underexplored and still faces implementation and standardization
challenges.

2.3 Sharding

Sharding is a scaling mechanism that divides blockchains into smaller, inde-
pendent pieces called shards. This allows parallel processing of transactions,
increasing throughput [32]. However, this paper didn’t mention how it can han-
dle real-time latency and manage storage constraints for IoT devices. Tao et al.
[33] proposed a new distributed and dynamic sharding system to significantly
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improve the throughput of blockchain systems based on smart contracts, with
minimal cross-shard communication. But it did not mention how it ensures data
consistency across network dynamically changing shards, and the difficulty of
real-time dynamic management, potentially affecting system stability. Huang
et al. [34] proposed a reputation score system for each node based on its past
behavior to ensure a balanced proportion of honest, malicious, active, and of-
fline nodes in different committees. Ren et al. [35] analyzed the high cost of
cross-shard transactions and showed that most Bitcoin transactions have simple
dependencies and can become single shards under a placement algorithm that
takes transaction dependencies into account. However, the findings are specific
to Bitcoin, limiting generalizability to other blockchains, focus on OptChain
may not cover other algorithms. Evaluations under specific workloads may not
reflect diverse scenarios, and theoretical assumptions might not hold in real-
world implementations. Abbas et al. [36] proposed a sharding-based healthcare
blockchain that eliminates cross-shard communication, improving system perfor-
mance. Their approach leverages blockchain sharding technologies, Hyperledger
protocols, and Proof-of-Authority. But it doesn’t mentioned regulatory compli-
ance, which is stringent, and unproven performance in real-world, large-scale
healthcare scenarios.

Hamza et al. [37] propose BOSS, a protocol for secure and scalable node-
shard assignment in permissionless blockchains. It employs a niched Pareto ge-
netic algorithm for distributed scalability tuning, ensuring RS-equivalency, un-
predictability, and public verifiability. However, BOSS still introduces notable
computational complexity and lacks mechanisms to handle dynamic network
changes such as nodes joining or leaving.

Prominent research in deep learning and deep image analysis has been con-
ducted in the field of computer vision [38,39,40,41,42]. This research utilizes
deep face image recognition and facial attribute analysis software based on deep
learning techniques.

3 Methodology

The proposed voting system is designed to be as intuitive as traditional voting
systems. A voter simply presents their credentials, casts their vote at the bal-
lot unit, and later verifies that the vote was recorded accurately. Although the
interface remains user-friendly for non-technical users, the underlying system is
built to be decentralized, secure, cost-effective, environmentally sustainable, and
robust.

Figure 1 illustrates the three-layer architecture of the proposed system:

– Application Layer: Hosts the EVM unit, Ballot unit, and Script panel.
– Network Layer: Comprises the P2P network and the underlying database.
– Consensus Layer: Encompasses the Lookup table, Shard management sys-

tem, Blockchain, Script execution module, and the Proof of Hierarchical Au-
thoritative Consensus (HAC) for each block.

The details of each component are described in the following subsections.
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Fig. 1. Three-layer node architecture of the proposed system: application, consensus,
and network layers.

3.1 System Design

The backbone of the system is a Go-based backend server utilizing the Gin
web framework. This server manages the majority of blockchain and e-voting
activities while storing blockchain data or its shards in a LevelDB database.

System: The system manages communication with the peer-to-peer network,
stores and serves the blockchain from a local database, and executes various
operations on blockchain data, including script execution. As shown in Figure 2,
external entities such as the MPC Token generation, decentralized KMS server,
and NID servers provide tokens, keys, signatures, and voter information to assist
the election process. Users, such as voters, returning officers, and polling officers,
access the system through a user interface.

External Entities: The proposed electronic voting system uses external
services such as the National Identity Database (NID) servers, the Key Manage-
ment System (KMS) server, and the token generation system to ensure a secure,
transparent, and reliable voting process. NID cards and servers authenticate
voters and verify eligibility, as shown to the right of Figure 2.

Participants: The primary participants in the blockchain voting system are
the election commission, the returning officer, the polling officer, and the voters.
All participants except candidates have a dedicated user interface panel that
corresponds to their access level and permissions. This allows them to efficiently
perform their assigned tasks and communicate seamlessly with each other across
the various blockchain systems.

Initialization: The system retrieves public keys, establishes connections,
and retrieves election configuration, voter lists, and candidate lists, along with
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Fig. 2. The diagram shows how voters, polling officers, returning officers, and other
components such as the key management server, token generation system, scripting
system, NID server, and P2P network interact with the proposed election system.

the required proofs. The system then creates the genesis block, preparing the
blockchain for personnel registration and election creation.

Election Creation: Authorized personnel sign the poll data with their pri-
vate keys, as shown in Figure 2. The signed poll script, which contains essential
information, is then published on the blockchain. The nodes verify the signature
and script to ensure the poll’s legitimacy. Once the poll is created, it can start
and the polling officers can begin their duties. The hash of the poll data is stored
on the blockchain, making it tamper-proof and ensuring accurate vote counting
and legitimate election results.

Token Generation: A new voter identity verification system is proposed
that uses multi-party computation (MPC) to generate a unique token for each
voter. This token is used to cast a vote and is stored as a spent token on the
blockchain after the voter casts their vote. To verify voter identity, the system
checks the token against a list of spent tokens to ensure that the voter has not
already voted. As shown in Figure 3, this system ensures the security and trans-
parency of voter identity verification while also preventing instances of double
voting.

3.2 Hierarchical Authoritative Consensus (HAC) Model

The PQR-HAC mechanism is central to the governance model, ensuring agree-
ment on the state of the blockchain. This hybrid consensus model combines fea-
tures from both public and private blockchains, optimizing resource utilization
and scalability while preserving security. The hierarchical structure means:
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Fig. 3. The MPC token generation process securely and efficiently creates tokens to
verify voter eligibility and prevent fraud. It works by splitting the voter’s unique iden-
tifier into multiple parts, encrypting each part, and having different parties compute
the encrypted parts. The computed parts are then combined to form the final token.

1. The Election Commission has the highest authority in validating critical
transactions, such as system updates or major election parameters.

2. Returning Officers have authority over transactions related to their jurisdic-
tions, managing local election data and ensuring accuracy.

3. Polling Officers handle transactions at the polling station level, such as voter
verification and vote casting.

This distribution of validation responsibilities aligns with the organizational
hierarchy, enhancing efficiency and reducing bottlenecks. The consensus mech-
anism also incorporates post-quantum cryptographic algorithms, ensuring long-
term resilience against quantum computing threats, which is managed by the
Election Commission through regular updates and risk assessments.

3.3 Governance Structure

The governance model is designed with a hierarchical structure that mirrors
the organizational framework of the election processes. Centralized authority is
retained at the top tier for strategic decision-making, ensuring alignment with
overarching goals and regulatory compliance. However, operational execution
such as transaction logging and process updates is delegated to distributed nodes,
with all actions recorded in an append-only format.

Crucially, every transaction and decision , regardless of its point of origin, is
propagated to the network in real-time to a publicly accessible layer. This ensures
full transparency, allowing independent audits, public scrutiny, and verification
of the integrity of the entire system. The append-only design guarantees an
unbroken audit trail, while the public layer acts as a single source of truth,
accessible to all stakeholders. Key stakeholders and their roles include:

Election Commission: Oversees the entire election process by setting pa-
rameters, ensuring integrity, and managing both voter and candidate registra-
tions.
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Returning Officer: Manages administrative tasks within a specific jurisdic-
tion, coordinates polling officers, and ensures the smooth conduct of the election.

Polling Officer: Operates at the polling stations to verify voter identities,
assist voters, and maintain the security and integrity of the voting process.

Voters: Register, verify their eligibility, and cast their votes securely and
confidentially.

National Identity Database (NID) Servers: Authenticate voters by
storing and managing identification data and providing reliable authentication
services.

Key Management System (KMS) Server: Generates, distributes, and
secures the cryptographic keys used in the e-voting system.

Token Generation System: Produces secure and verifiable tokens for vot-
ers using multi-party computation (MPC), ensuring transparency and preventing
double voting.

Scripting System: Creates and publishes poll scripts on the blockchain,
verifies their legitimacy, and ensures accurate vote counting.

Peer-to-Peer (P2P) Network: Facilitates communication and data ex-
change among blockchain nodes, maintaining the system’s decentralized integrity
and security.

Effective coordination among these stakeholders is crucial for the system’s
success.

4 Implementation

The system is constructed with a robust technological stack that emphasizes
cross-platform compatibility and security:

Data Serialization: Protocol Buffers enable efficient, cross-platform data
communication.

Blockchain Security: Timestamped blocks are created using robust hash
functions (SHA256 and Blake2b) combined with Base58 encoding.

Digital Signatures: Asymmetric encryption is implemented with Cloud-
flare’s CIRCL library, employing Ed25519 for generating digital signatures.

Token Validation: A secure token-based scheme, incorporating UUIDs and
zero-knowledge proofs, mitigates the risk of double-spending.

Data Management: LevelDB is utilized as an efficient key-value database
to handle system data.

Backend Services: The GIN web framework provides a REST API for pro-
cessing requests and seamlessly integrates with the application, network, script
processing, and blockchain layers.

NID Server: Developed using GIN and SQLite3, the NID server offers ver-
ifiable and tamper-proof voter data, enabling real-world testing of the system.

The implementation prioritizes security through cryptographic primitives
while maintaining performance via treeset for token lookup. The modular design
enables independent scaling of components while ensuring end-to-end verifiabil-
ity of the voting process.
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5 Result and Discussion

This section presents data collected throughout the study along with relevant
graphs and charts to illustrate the findings. All performance metrics and data
were generated using the Golang built-in benchmark tool with custom scripts
provided by the standard test package, which were run on the blockchain net-
work. Findings are interpreted within the framework of the research question
and prior literature.

The graph in Figure 4 shows the rate of block generation with and without
block modularity in a blockchain network marked "a" on the graph. The bar
chart shows the throughput of that network marked as "b".

Normal experiment: Block modularity initially took the same amount of
time as without block modularity. However, after passing 1,000 voters, block
modularity took less time. This is because block modularity divides the system
data into smaller categories, so when new data come into the network, they
do not duplicate data; instead, it merges newer portions of data, which helps
process and validate more quickly. Each node only needs to process and validate
the blocks that are relevant to it. However, without block modularity, when
new data entered the network, it did not separate the data, which resulted in
duplication of all the data. As a result, it consumed more memory, had slower
block generation time, and slower throughput. In addition, all blocks on the
blockchain are processed and validated by all nodes on the network. This can
lead to bottlenecks and performance issues, especially as the network grows and
the number of voters increases.

In conclusion, block modularity provided better performance than without
block modularity.

Dilithium (Post-quantum) vs EdDSA (Edwards-curve): Figure 4
compares the Dilithium 3 post-quantum algorithm with the Edwards-curve algo-
rithm in panel "d". Both perform similarly at smaller scales, but as the number of
voters increases, Dilithium 3 requires less block-generation time. This indicates
stronger scalability while also improving resilience against quantum attacks. In
panel "e", both algorithms achieve nearly identical throughput.

Sharding: Sharding is a technique for improving scalability and performance
in distributed systems. It divides data into smaller parts, which can then be pro-
cessed in parallel. The line graph in Figure 4 "c" shows how sharding with
different numbers of shards affects the time it takes to generate blocks. The blue
line represents sharding with two shards, the orange line represents sharding
with three shards, and the green line represents sharding with five shards. The
horizontal axis represents the number of voters, and the vertical axis represents
the time. The graph shows that sharding with five shards provides the best per-
formance. At its peak, the green line takes only 28 seconds to generate 3000
blocks, while the blue line takes 430 seconds and the orange line takes 153 sec-
onds. The bar graph in Figure 4 "f" shows how sharding with different numbers
of shards affects the throughput. The orange line represents sharding with two
shards, the blue line represents sharding with three shards, and the light-green
line represents sharding with five shards. The vertical axis represents the num-
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Fig. 4. Blockchain network performance: (a) Block generation time with and without
block modularity, (b) block generation time for Dilithium-3 and Edwards-curve, (c)
block generation time with sharding (2, 3, 5 shards), and (d, e, f) their respective
throughput.
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ber of blocks, and the horizontal axis represents the time. The graph shows that
sharding with five shards provides the highest throughput compared to others.
At its peak, sharding with five shards shows approximately 106 TPS, which is
higher than some famous networks like Bitcoin and Ethereum.

In conclusion, breaking data into more shards can lead to higher performance
and throughput.

5.1 Scalability and Comparative Analysis

To understand the effectiveness of our proposed system, it’s useful to consider
voter turnout statistics in the United States. The national average number of
voters per polling station is 749, according to the Election Assistance Voter
Survey [43]. However, in densely populated urban areas—such as Los Angeles
or New York City—a single polling station may serve as many as 10,000 voters
[44,45,46]. The system is designed to handle such high voter volumes efficiently.
As shown in Figure 4, each node in this system can process voters at a rate
of 105 voters per second. In a real-world context, this means a single node can
manage 10,000 voters in less than 100 seconds, specifically:

Time for one node =
10, 000 voters
105 voters/s

≈ 95.24 seconds

Scaling this up, a network of 100 nodes can process up to one million voters
in a similarly short time frame:

Processing rate = 100 nodes × 105 voters/s = 10, 500 voters/s (1)

Time required =
1, 000, 000 voters
10, 500 voters/s

=
2000

21
s ≈ 95.24 s (2)

This demonstrates that our system can efficiently process millions of vot-
ers in under two minutes, making it well-suited for high-density precincts and
significantly reducing voter wait times.

In addition, we conducted a comparative study to benchmark our system
against existing solutions. As detailed in Table 1, our proposed system out-
performs the best existing models in terms of processing speed and scalability,
positioning it as a robust option for modernizing voting infrastructure.

6 Attack and Security Analysis

This section provides an analysis of various attacks and the corresponding secu-
rity measures implemented in the proposed blockchain-based e-voting system.

1. Spoofing:
– Attack Description: Spoofing involves an attacker masquerading as a

legitimate user or device to gain unauthorized access to the system.
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Table 1. Contrasting the proposed e-voting system with some existing works

Properties [47] [30] [48] [49] [11] [18] [22] [16] Proposed Model
Consensus POW QBA POW POS POS POS PSC POS PQR-HAC

Confidentiality ○ X X X ○ ○ ○ X ○
Throughput 7 - 7 25 25 25 60 25 105

Post Quantum X ○ X X X X X X ○
Robustness ○ X X X X ○ ○ X ○
Uniqueness ○ ○ X ○ ○ ○ ○ ○ ○

Security ○ ○ ○ ○ ○ ○ ○ ○ ○
Eligibility X ○ X X X ○ ○ X ○

Transparency ○ ○ ○ ○ ○ ○ ○ ○ ○
Verifiability ○ ○ X ○ ○ ○ ○ ○ ○

Time-based inference X X X X X X X X ○

– Security Measures: Use of robust authentication mechanisms, such as
multi-factor authentication (MFA) and rolling passwords.

2. Tampering:
– Attack Description: Tampering involves the unauthorized modifica-

tion of data within the system, compromising its integrity.
– Security Measures: Ensure data integrity by employing cryptographic

hash functions such as SHA256 and Blake2b, implementing blockchain
technology for an immutable transaction ledger, and conducting regular
audits and integrity checks to detect and prevent tampering.

3. Wallet Theft:
– Attack Description: Wallet theft involves the unauthorized access and

theft of cryptographic keys or tokens stored in a user’s wallet.
– Security Measures: Ensure data security by employing token-based

secure validation schemes that incorporate UUIDs and zero-knowledge
proofs, implementing hardware security modules (HSM) to store crypto-
graphic keys securely and applying regular security updates and patches
to protect against known vulnerabilities.

4. Information Theft:
– Attack Description: Information theft involves the unauthorized ac-

cess and extraction of sensitive data from the system.
– Security Measures: Ensure data security by using encryption for data

at rest and in transit, implementing access controls and authorization
mechanisms to restrict access to sensitive data, and conducting regular
security audits and penetration testing to identify and mitigate vulner-
abilities.

5. Denial of Service (DoS):
– Attack Description: Denial of Service (DoS) attacks involve over-

whelming the system with excessive traffic, making it unavailable to
legitimate users.

– Security Measures: Protect against denial of service (DoS) attacks by
implementing rate limiting and traffic filtering mechanisms, using DDoS
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mitigation services, and regularly monitoring and analyzing network traf-
fic to detect and respond to threats.

6. Privilege Tampering:
– Attack Description: Privilege tampering involves the unauthorized

modification of user privileges to gain elevated access within the system.
– Security Measures: Ensure secure user privilege management by us-

ing role-based access control (RBAC) to enforce strict access policies,
implement audit trails and logs to track changes in user privileges, and
conduct regular security reviews and audits to maintain integrity.

Hybrid blockchains can be protected from quantum computer attack by us-
ing post-quantum cryptography. This is crucial because quantum computers
are growing more powerful and could eventually pose a significant threat to
blockchain security. The proposed blockchain-based electronic voting system in-
corporates these security measures to mitigate the risks associated with identified
attacks, ensuring a secure and reliable voting process.

7 Conclusion

Blockchain technology has the potential to revolutionize e-voting systems by
enhancing their security, transparency, and efficiency. It can also reduce car-
bon emissions by eliminating the need for paper ballots, reducing the reliance
on polling stations, and improving the overall efficiency of the voting process.
In this study, we present a hybrid blockchain architecture that combines the
strengths of both public and private blockchains to address the limitations of
existing blockchain models. This blockchain-based e-voting system effectively
overcomes the scalability and decentralization challenges faced by traditional
blockchain models. The proposed framework significantly outperforms existing
blockchain-based e-voting systems, achieving a throughput of 105 transactions
per second (TPS) with just 5 nodes. This represents a four-times improvement
over proof-of-stake (PoS) blockchains and a 14-times enhancement compared to
proof-of-work (PoW) blockchains. The system establishes a solid foundation for
secure, scalable, and sustainable e-voting. Future research should pursue techni-
cal enhancements, such as AI-driven anomaly detection for real-time identifica-
tion of suspicious voting patterns, post-quantum secure communication proto-
cols, and adaptive sharding for dynamic scalability, while embedding inclusive
deployment strategies. Accessibility measures like text-free interfaces for illiter-
ate or semiliterate users and Braille button on ballot machines for blind voters
will ensure participation across all societal strata, including those with limited
digital literacy or internet access. By integrating these socio-technical solutions,
the platform can evolve into a universally accessible system without compromis-
ing security or decentralization.
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